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Software
Engineer

Software
Architect

Information
Systems
Engineer

DevOps
Engineer

Web Engineer

Mobile
Application
Engineer

UX/UI Engineer

Web Systems
Integrator

Cybersecurity
Engineer

SOC Engineer

Penetration
Tester

Security
Consultant

Capable of designing, analyzing, developing and X
maintaining complex software systems by applying
formal engineering methods, suitable architectures

and quality standards, while taking into account
nerformance. secuiritv and maintainahilitv constraints.
Capable of defining and justifying robust and scalable

software architectures for complex systems, by
evaluating different technological alternatives and
integrating quality, security and sustainability
reailirements

Capable of analyzing complex organizational needs and x
designing integrated information systems, ensuring
alignment between business processes, software
solutions and IT infrastructures.

Capable of designing and implementing automated
processes for the development, integration,

deployment and operation of complex software

systems, ensuring their reliability, availability and
scalahilitv

Capable of designing, developing and deploying X
complex web and mobile applications, integrating
ergonomic, performance, security and multi-platform
compatibility constraints.

Capable of designing and implementing robust and X
secure mobile applications, mastering native and multi-
platform environments and taking into account
hardware and energy constraints.

Capable of designing ergonomic and accessible user
interfaces, based on user needs analysis, while
ensuring their technical integration and compliance
with standards.

Capable of ensuring the technical integration of web
and multimedia components in complex systems,
guaranteeing interoperability, performance and
compliance with web standards.

Capable of analyzing security risks, designing and X
implementing protection solutions for complex
computer systems and networks, in compliance with
applicable standards and regulations.

Capable of monitoring, analyzing and managing
security incidents in complex environments, using
advanced incident detection and response tools.

Capable of assessing the security of systems and
applications through auditing and penetration testing
methods, and of formulating technical
recommendations aimed at improving their level of
securitv.

Capable of advising organizations on the definition and

implementation of comprehensive cybersecurity
strategies, integrating technical, organizational and
regulatory aspects.
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SDIA Data Scientist  Capable of analyzing complex and large datasets to X X X X X X X X X X X X X X
extract relevant knowledge, develop predictive models
and support strategic decision-making.

SDIA Data Engineer Capable of designing, deploying and maintaining large- x X X X X X X
scale data management and processing architectures,
ensuring data quality, reliability and security.

SDIA Machine Capable of designing, training, evaluating and X X X X X X
Learning deploying machine learning models in operational
Engineer environments, taking into account performance and

robustness constraints.

SDIA Data Analyst Capable of transforming raw data into relevant X X X X
indicators and decision-making tools, using
quantitative analysis and visualization methods.

Embedded & loT Embedded Capable of designing and developing embedded X X X X X X X X X X X
Systems systems integrating hardware and software, while
Engineer respecting strict real-time, performance and reliability

constraints.

Embedded & loT Firmware Capable of developing low-level software for X X X X X
Engineer embedded systems, optimized in terms of resources,
energy consumption and robustness.

Embedded & loT loT Engineer Capable of designing complex connected systems X X X
integrating sensors, embedded devices,
communication networks and cloud platforms, taking
into account security and data management aspects.

Embedded & loT loT Systems Capable of defining and justifying the overall X X X X X X X
Architect architecture of complex loT solutions, integrating
technical, security and organizational dimensions.
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